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GUIDING QUESTIONS

What are innovative How could this affect policy?
uses of health

information technology... - CMS Medicare Promoting

Interoperability Program

based on human factors ONC-HIT Safer Guides
and experience in other (2022 hospitals)
domains?

- FDA MedWatch incident
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Applies theoretical
frameworks from behavioral
and social sciences to
enable experts In
specialized roles to
effectively and easily use
complex systems with
embedded automation
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INNOVATIVE TECHNOLOGY:
VOICE LOOPS

OK, we're looking real good. | think
the regulators have locked up.

Flight, Booster. The engines look
very good.

Copy that!

| think we had another spit on that
center engine.
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* Work remotely
 Direct attention
* Integrate events & actions

* Request communication
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SUPPORT COMMUNICATION

Front-to-Back Loop

Mech to MMACS:
Reservoir gquantity in system 3
has, um, steadily been decreasing.

MMACS to Mech: \

Copy that,

Directing
attention to
unexpected
data

Mech to MMACS:
We're going to have
to keep a close eve on




WHILE ‘LISTENING IN’ TO...

Flight Director Loop | Air-to-Ground Loop

* Detect emerging Issues P ST i o
deck alpha. And we did get
) L iton <= as well. | thbink thc?y were

* Syn chronize activities e R bl IR

FDO to CAPCOM:
] o Negative return.

 Judge availability CAPCOM to Atlantis:
Atlantis, negative return.
Atlantis to CAPCOM:

* Broadcast updates Copy negative retun.
FDO to CAPCOM:

. . On my proposed ATO,
* Shared situation awareness mark.

CAPCOM to Atlantis:

Synchronizing ~ Atlantis, press-to-ATO.

activities
with temporal Atlantis to CAPCOM:
@ THE OHIO STATE UNIVERSITY landmarks Press ATO.




* More detall for those
responsible for
mechanical &
electrical systems

* Less detall for

supervisor

| THE OHIO STATE UNIVERSITY
-

..AT MULTIPLE LEVELS OF DETAIL

1) On Support loop:

Debate about
whether leak rate

is 0.3 or 0.6% /min
and how to respond

2) On Flight Director loop:

Update that there is a leak with a rate of
<1% /min. No immediate action is needed.
Later, they will ask for changes to plans to
obtain diagnostic information.

2
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Flight Director ; o | |
| ) | gl

e — N —

Back Room
Controller

P Y

Front Room
Controller




..ON MULTIPLE LOOPS AT ONCE

Legend

‘,_i'%:_q P —
Does not Monitors Monitors
monitor Does not talk Talks
Does not talk

* Work on 1 Support
« Update Flight Director
« Monitor Air/Ground

 Monitor ~5 others
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Conference

= E/ loops
e P\ - 5

Air/Ground
loop

- Flight
. Director
- loop

Physical

75 Layout

Flight Control ("Front") Room
Flight Director's console



SUMMARY: INNOVATIVE FEATURES
OF VOICE LOOPS (1/2)

« Supports the ability to “listen in”

« Supports communicating at different levels of detall
« Supports integrating information about events with
responses to events in relation to time horizons
* Monitoring and transmitting information without

Interrupting ongoing activities/communications
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SUMMARY: HOW LOOPS SUPPORT
COORDINATION (2/2)

« Can remain peripherally aware of system events
and other practitioners’ activities

* Facilitates group synchronization by broadcasting
landmark events

« Little additional workload for people directly
communicating
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IMPLICATIONS FOR PREDICTIVE
ALGORITHMS AND SMART ALARMS

* Low number of high-reliability indicators

« Judge Interruptablility and relative priority before
alerting

« Early detection of failures and emerging issues

* Integrates recommended action with alarm

« Justification for interpretation on demand

@ THE OHIO STATE UNIVERSITY



IMPLICATIONS FOR SHARED

DISPLAYS AND AUDITORY SPACES

* Provide visibility into system status & resource
availability

» Structure around landmark events

* Synchronize ad hoc group activities

* Can increase/decrease detail (‘zoom’)

* Not incorporated into legal/formal record
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NEW TECHNOLOGY: BARCODED
WRISTBANDS AND MEDICATIONS

Bar code
scanner

Medication
cart

Radio antenna

Color LCD
touch screen

Touch pen

Keyboard

Patient
medication
drawer

© 1999 Coelho




DESIGN INTENT: IMPROVE
MEDICATION SAFETY

ﬁ orders @ dispenses administers
Physician Pharmacist Nurse | Patient
validates

E
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UNINTENDED CONSEQUENCES

Surprises when Aviation ‘#ﬁ
a_uton:atlon Is “strong and accidents, lab 1092 Strasbourg,
silent research France; 87/96 died

Degraded team
coordination when
transition from paper to _ :
electronic B e o G

0948 1000 LOCAL

Electronic flight strips
in air traffic control

Advisory systems increase

“Explanation” systems in
workload during escalating P Y

anesthesiology

situations
Monitoring raises priority On-ime
departures in
- aviation
| Automation increases rigidity  Automated
@ THE Onio Sy for unanticipated situations SOPs in nuclear

power



DEGRADED TEAM COORDINATION

orders % dispenses ga administers

H  — P —
|

Physician thT\rmacist Nurse Patient
| AN ‘ o
T Are these medication‘sn%adN 4
| XS . ‘
Do expired orders need to be continued?

Can you co-sign?

Can you order these?

Are you sure? No pending,
discontinued

@ THE OHIO STATE UNIVERSITY medications




UNINTENDED CONSEQ%:JENCES

1992 Strasbourg, France; 87/96 died

Surprises when automation is Aviation accidents,
“strong and silent” lab research

Dﬁgratded t_t;amfcoordinati?n Electronic flight strips
when transition from paper to in air traffic control
electronic

Advisory systems increase
workload during escalating
situations

“Explanation” systems in
anesthesiology

On-time departures

Monitoring raises priority _ .
in aviation

Automation increases rigidity  Automated SOPs
for unanticipated situations in nuclear power
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RIGID SYSTEM: PT REFUSES MED

Medication Log Edit

Patient: ALABAHA, BCHA SSH: 181@818138P
Medication:  AHOXICILLIH

Admin Status:  GIYIE; Admin Date/Time: JUL 14,1999@89:89:25
Injection Site:

PRH Reason:
PRH Effectiveness:

Dispense Drugs...

Conmeni {Required):

COMHAND: Press <PF1>H for help
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NEW FEATURE:

F Bai Conhe Wi aksan &

PT REFUSES MED

vk b iy
Eds VYiew Hepo: [QECIREY Took  Help
| Mg : Hel It
BLEHL HU Cu Wil D List Paramebais Soheduls Types:
e I i Times: F [ovrwos [ Dol
E-:l-'gl A | : - & N [CREEICTED F ERH FF Dre-Time
! : Fisfuzed
ALLERGIES: Mo AN Troreed
Gtat... | e | Mam | | Dosage | Foute | Admir Time | Last ction |
[ Soet By o 00 k) F5l, ACHS SC O 20 100 DR e
8100 LML B4J HOWDILIN R HELD
TAOSE 50% WF
Lishecth 3 r. 21 ANE, 30 ek
3657-400w8L, > 400CALL HE

M TADDAERME THICOME LG LD

15dL, Q& FAM

ALOH/MGOH/SIMTH XTRA STREMGTH LI GIVEM
Lrovisi ]
= P MORPHINE 1B Z2TO4MG_03H FRH P Ak
MOFRFPHINE SLILFATE 4kG ML TLIBE®
= P HITROBELYCERIN TAE SUELIHELSL D4k, PRA 2
HITROGLYCERM D4kG 5L TAE LD o
alWE T [ABLET UMDER TUMGLUE SN 1:_'|‘
1. CALL HO 'F-E-"_"
gt
~_ppit
o Ulue[o nemrs] o V] LT
Sranre & onn M mchction Blar Code: Sl
il |
Heady |
_ CINCIMMATI Server Time: 0901 3/2002 1148
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. ADDED ‘COVER SHEET TAB

w. Single Patient Cover Sheet Mockup - | 0| x| Ila Code Medication Administration ;lglﬁ
File Wiew Reports Duglist Tools Help File Wiew Reports Duelist Tools Help
Vital Sighs - o ™ .
Missing Dose | MedLog | Med Adin Hist | Lab Hesm| “F5 et (i | Postings: CwaD | Care Management | CF'FISl FEhLEED I | HissigDese Med Log e | e | CPRS Med Order
— TSNy Ena00 MONTANA [UTAHNOHNNY (MALE) Virtual Due List Parameters: Scheduls Types:
. ) :sn:la;;d ;nuITEI-_rmlHalsl - Problems/Diagnasis List +r 67 TAO0S00 g%g = ?21'3%1[5030}3 Start Time: Stop Time: ¥ Confinuous ¥ OnCal
5 5 a Ezzential Hypertenzion + R 24 TRAOS00 o, o i .
. Age 171749 53 4 BB 120780 T@OS00 m:ahﬁtn; 1_3?&%\'\;33? =84.0%g [03r12@0000 7] |owiz@tion ¥ ¥ BRN [ OneTime
Height: 182 em ‘'weight 84.09 Kg + PN 9 TRL700
- Locatior: BCMA 404-2 HT 18Zcm  TEO900 ALLERGIES: strawbemies ADRs: No ADRs on file
Allergies:  Strawbemies  ADRs: NoADRs on file Stat... | Ver| Hsm | Tupe | Active Medication | Dosage | Ro... | AdminTime | Lastéction |
— e e P ACETAMINOPHEN TAB 325650mg,Q6H PO 3/11/02@1001 A
Medication Overview Table for Meds Active in +/- 24 Hows | | Separale cunent med pass medicalions | 7 lnclude (1) D/C Med:] ACETAMINOPHEN 325MG TAB AN HELD
Tab | Type | Medication ¥ Dosage | MestAction |  Last Action |Special Instuctions - pin pain
UD | P Acetaminophen TAS mgE50mg, 04H (T @ 1900 7 T @ 1500 U  pmpan [~ oD c AF‘;‘{F‘&EE&S g%t‘-”"” 2DROPS. O2H OU  03/12@0300 agg&g%%‘ 001
UD | C Ariicid Tears Son/OPH 2 DROPS, O2H T @ 1900 Exp T @ 1700 G ONLYWHILE PATIENT IS & SNLY'WHlLE A TIENT IS AWAKE
LIDIEE B apalkoteiTAs 125mg, 0D it Lt &Il = GO JEalr T . 0D € ARTIFICIAL TEARS SOLN,OPH 2DROPS, O2H OU  03/12@1100  3/11/02@1001
I Destrase 5% S00m 100 milba T @ 1700 E'] ARTIFICIAL TEARS /ML REFUSED
Destrose 5% 0.9% Soldum Chiotide DNLY WHILE PATIENT IS AWAKE
i INJ. SOLN 100 mizhe T e1700 @ DD 0 DIGOXIN TAB 0.125MG,STAT PO 3/6/02@1350
UD | O DigoxinIMJ 0.25ml, STAT T @ 1300 G Donotaive if pulse below 69 DIGOXIN 0.125MG TaB GIVEN
UD | C DigowinTAB 0.125mg. A0 T+1@ 1100 S T @ 1100 G Donotaive i pulse belw 68 oc FEEHUSE'E"ARSET gg MG 20MG.ONCALL PO g{:ﬁf@““‘
UD | C Fuosemids TAB 20mg. Q4K T @ 2100|Pen |T @ 1700/G 30MINUTES PRIOR T0 CISPLATIN
ID_| C |Haloperidole TAB 2mg. Q4H T @ 1700]D-C oD 0 | HALOPERIDOL TAB 2MG, NOW PO 2/4/02@1357
up C Lgrazeparq TAB Tmg, 044 T @ 21005 T @ 1700 G HALOPERIDOL 2MG TAB GIVEN
uD C  Mitroglpcern I.BATCH 0.4mg. QD T @ 2300 DTR T @ 0%00 G Apply patch at 0900 and remao H oD 0 LORAZEPAM INJ MG, NOW M 3/5/02@0908
I Sadium Chioride 0.9% INJ 1000m) | 500 mishe T @ 1700 of LORAZEPAM 2MG/ML TML TUBEX GIVEN
IMFB | € VancomycinINJ 1am QD T+1® 1100 S T @ 1100 G - () 0 SODIUM BIPHOSPHATE/SODIUM PHOSP.. 1ENEMA,STAT  RTL 1/30/02@1207
| 3 FLEETS ENEMA 4,502 GIVEN
L . -
Cover Sheet | @ UntDose ] @ WPAVPE) @ V) — BCMA Cinical Reminders o UitDose [ veavee] © ]
gcmrﬂ - Scan Medcation Bar Code Count Aclivity S —
batus canner Scan Medication Bar Code:
3 FRN Effectvensss N
Not Ready | | Status: F I
| [ LA (I | EIERTR, O | SEIPTEEE 4] | DENVER,DONNA | ALBANY, NY Server Time: 3/12/02 10:58
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IMPLICATIONS: NEW HIT DESIGN

« Summary overview display

* ‘View only’ access to other roles
* Highlight changes

* Avoid rigid activity sequences

@ THE OHIO STATE UNIVERSITY



2022 hospitals self-attest
ONC-HIT
9 SAFER Guides

Recommended practices to
optimize safety and safe
use of Electronic Health
Records
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CMS MEDICARE: PROMOTING
INTEROPERABILITY PROGRAM

o High Priority Practices®

Foundational Guides
© Qrganizational Responsibilities*

o Contingency Planning®

Infrastructure Guides o System Configuration*

o System Interfaces”

o Patient Identification®
L ) © Computerized Provider Order Entry with Decision Support*
Clinical Process Guides
o Test Results Reporting and Follow-Up*

o Clinician Communication®

https://www.healthit.gov/topic/safety/safer-guides




FDA MEDWATCH: REPORTING FOR
APPROVED MEDICAL DEVICES

(ﬁ U.S. Department of Health and Human Services
P

Safety Information and =) us. FooD & DRUG e
Adverse Event Reporting

. MedWatch Online Voluntary Reporting Form
 3500: Health Professional | - coon o o

Welcome

L
« 3500B: Consumer/Patient
u Health professionals, consumers and patients can voluntarily report observed or suspected adverse events for human medical

products to FDA. Voluntary reporting can help FDA identify unknown risk for approved medical products. Reporting can be done
through our online reporting portal or by downloading, completing and then submitting FDA Form 3500 (Health Professional) or
3500B (Consumer/Patient) to MedWatch: The FDA Safety Information and Adverse Event Reporting Program.

Home | Food | Drugs | Medical Devices | Radiation-Emitting Products | Vaccines, Blood & Biologics | Animal & Veterinary | Cosmetics | Tobacco Products

| THE OHIO STATE UNIVERSITY https://lwww.accessdata.fda.gov/scripts/medwatch/index.cfm?action=reporting.home
‘_;



MODEL OF USE ERRORS AND HARM

Use Error Root Cause (I) Severity
« Wrong patientrecord open Frequency
« Wrong mode for action Detectability
+ Inaccurate data displayed Complexity . ;
« Incomplete data displayed : L

Non-standard measurement Adverse Events (IV)

system, convention, or terms « Wrong patient

« Userrequired to recall ) » Wrong treatment
information Risk - Wrong medication
+ Inadequate feedback about Parameters (1) + Delay of treatment

* Unintended treatment

automation
Corrupted data storage

/

-~ -
/ N\

Evaluative Indicators (lll
) Patient Harm
+ Workarounds
« Redundancies '3“%?:’3’;(’3“’ care
+ User burnout *morbid
* Low task completion rate *Mortality




SOURCES OF SYSTEM RESILIENCE

System-Level
Resilience Sources

Polycentric Control Across Layers of Narrowing Control
Control Spaces Scheme

Sensitivity to Understanding of

Adaptivity of
Information

Update Rate
and Detail

Critical Cues System
Signifying Dynamics, Trade
Threat or Space, and
Boundary Relationships

Margin of . : .
Bi-Directional Coordination
Maneuver

System
Sensemaking

P
=
-
oo
Q
P
c
i
il
20
I

Information Feeds

Coordinated
Flexecution

Individual System Element Ability of New Ability of System Actors o
. L . Willingness of
Characteristics that Tech to and Decision
. . o Human Element
Contribute to System Adapt/Flex with Authorities (Human or to Stretch/Adapt
Resilience the System Al) to Adapt o

@ THE OHIO STATE UNIVERSITY Used with permission of The MITRE Corporation.
T Neville et al., 2021, Resilience Engineering Association



CONCLUSION: INNOVATIVE HIT USE

* ‘Listening in’is a smart alarm

« Scale up/down detail with C&C hierarchy

* Synchronize around broadcasted landmarks

* Negotiate resources to support margin of maneuver

* Role fluidity and action ordering flexibility in crises

@ THE OHIO STATE UNIVERSITY




CONCLUSION: HEALTH POLICY

« CMS: Add prediction & mitigation of negative unintended
consequences for EHR upgrades to SAFER qguides

 FDA: Investigate reduction in sources of system
resilience as contributing causes to reported events

 FDA: Post-market reporting of negative, unintended
consequences

@ THE OHIO STATE UNIVERSITY
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